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Today’s objectives 

Introduce notion of OT extension


Show feasibility of OT extension


Construct efficient OT extension
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Enc(pk, k) sk

pk

Use public key crypto 
to prevent 
eavesdropper from 
learning message

Enc(pk, k) Encsymm(k, m)

Public Key  Symmetric Key  Linear Operations≫ ≫



OT

RS
m0, m1 r

mr



Sender Receiver

 
 

a $← ℤq

hb ← ga

h1−b
$← G h0, h1

 r0
$← ℤq

r1
$← ℤq

 gr0

 hr0
0 ⋅ m0

 gr1

 hr1
1 ⋅ m1

m0, m1 b

 
hrb

b ⋅ mb

(grb)a
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From long ago…

Operations on DDH groups are expensive!



OT is the backbone of MPC techniques

(GMW, GC, PSI)

OT requires public key cryptography
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OT requires public key cryptography…



Public Key  Symmetric Key  Linear Operations≫ ≫

What is OT extension?

orders of magnitude



Public Key  Symmetric Key  Linear Operations≫ ≫



OT requires public key cryptography…

But how much public key 
crypto you need to use?
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m′ 0, m′ 1 r′ 

m′ r

OT Derandomization

m0, m1 r

RS

c = r ⊕ r′ 

m0 ⊕ m′ c, m1 ⊕ m′ c̄



Random 
OT

OT Length Extension

Random 
OT mr



Pseudorandom 
Generator (PRG)

random 
seed

expanded 
random 
string

Pseudorandom generator:


A deterministic algorithm 
that expands random strings


If the PRG input is random 
and hidden, then the PRG 
output is indistinguishable 
from random



Pseudorandom 
Generator (PRG)



Random 
OT

OT Length Extension

Random 
OT mr

Just apply a PRG



OT Extension

In MPC (e.g., GMW), we need lots of short OTs
Can we turn a few OTs into a lot of OTs?



 base OTsλ

OT Extension

In MPC (e.g., GMW), we need lots of short OTs
Can we turn a few OTs into a lot of OTs?



 base OTsλ

Public key

OT Extension

In MPC (e.g., GMW), we need lots of short OTs
Can we turn a few OTs into a lot of OTs?



 base OTsλ

Public key

 extended OTsn

OT Extension

In MPC (e.g., GMW), we need lots of short OTs
Can we turn a few OTs into a lot of OTs?



 base OTsλ

Public key Symmetric key

 extended OTsn

OT Extension

In MPC (e.g., GMW), we need lots of short OTs
Can we turn a few OTs into a lot of OTs?
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One of the most important 
results in secure computation, 

because it demonstrates how to 
efficiently construct large 

numbers of OTs



RS

First, use public key cryptography to implement “backwards” OT

 times, R sends to S one of two long random stringsλ

Locally transform these into large number of random OTs from S to R

• Matrix algebra

• Simple symmetric key operations
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Correlated OT
rΔ

H(qi), H(qi ⊕ Δ) H(qi ⊕ riΔ)

two random strings… of which R knows one, according to r



Receiver chooses a large 
random matrix and secret 

shares it

Sender chooses random 
columns of the secret sharing

When each party transposes 
their matrix, the result is a 

large correlated secret share

Parties use a hash function H 
to generate random strings, 

which they can use to encrypt 
the messages they actually 

care about



Today’s objectives 

Introduce notion of OT extension


Show feasibility of OT extension


Construct efficient OT extension


